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FAMILY DOCTORS

2009

X-Road, ID-card, State IS Service Register
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Secure data exchange layer provided by the state
X-Road, ID-card, mobile-ID, State IS Service Register
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1. A secure authentication of all users with ID-card or 

Mobile ID

2. Digital signing or stamping of all medical documents

3. A maximum accountability (transparency): all actions 

will leave an unchangeable (and unremovable) secure 

trail, protected by blockchain (hashchain)

4. Coding of personal data: separating of personal data 

from medical data

5. Encrypted database that allows to remove the 

confidentiality risk from the technical administrators

6. Monitoring of all actions together with the corresponding 

counter-measures (both organizational and technical)

Six main principles „6 whales“ of 

security of EHR System


